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1 Introduction
This appendix describes how to upgrade your Good Mobile Messaging installation to Version 6.0.

Upgrading to Version 6.0 is not a simple version upgrade. It requires care and preparation
because there are basic changes in the system architecture.

Upgrading to Version 6.0.3 from 5.x or 6.0.0 is not supported. The directions below describe
upgrading from Domino Good version 5.0.4 to 6.0.1 only. It is not possible to upgrade
from 5.0.4 to 6.0.3 directly.

e 5.0.4 Domino needs to upgrade to 6.0.1.91 and then upgrade to 6.0.3 (two separate
upgrade steps).

e 6.0.0 Domino needs to upgrade to 6.0.1.91 and then upgrade to 6.0.3 (two separate
upgrade steps).

e 6.0.1 Domino can upgrade to 6.0.3.

Refer to the upgrade note for 6.0.1 to 6.0.3 for that procedure. If you migrate from 5.x to
6.0.1, confirm that 6.0.1 operates correctly before upgrading to 6.0.3. Resolve any errors
encountered during migration, check policies and users, and perform other sanity checks
as necessary.

Upgrading consists of transferring Good Messaging data from the current Version 5.0 setup to the
Good Mobile Control SQL database. This appendix describes the process and the steps that you
take to complete it.



Note: Version 6.0.1 of Good Mobile Messaging Client has been tested with and is supported by
the two previous versions of Good Mobile Messaging Server (5.0 SR2 and 6.0.0). Version 6.0.1
of Good Mobile Messaging Server has been tested with and supports the two previous versions
of Good Mobile Messaging Client (5.0 SR3 and 6.0.0). Client version 4.9 is not supported in

the 6.0 release (http://www.good.com/corp/int support.php?id=502&pid=497).
New in GMM Version 6.0:

e Good Mobile Messaging, Good Mobile Intranet, and Good Mobile Connect run under Good
Mobile Control (GMC) 1.0. ( Remove Good Mobile Intranet and Good mobile Connect is now
GMA

e (Good Messaging data is now maintained in the Good Mobile Control SQL database.

e The Good Mobile Control (previously known as Good Administration Center) console is web-
based.

e A new “superuser” role is handled differently in the console from other roles. superuser rights
are assigned via the Settings tab, not the Roles tab. There can be only one superuser.

The superuser has all rights, including the following rights unavailable to all other roles:
create new roles, enable FIPS, enable detailed logging, pause handhelds, and purge a
server.

e Policies have been redesigned for greater ease of use. There is now a one-to-one
relationship between handheld and policy set.

o Groups play a less significant part in this version of Good Messaging; the focus in this version
is on handhelds rather than users.

e The Palm Client is not supported in this release. Enhanced Palm support is provided in
Version 5.0 SR4.

2 Supported Client Upgrades

The following Client upgrades are supported:

e GMM5 SR1, GMM 5 SR2, GMM 5 SR3 (assumes device support in SR3)
e BR4 (sidegrade)

e SD card

3 The Upgrade Procedure

Note: The upgrade process described here requires that all Good Messaging Servers be at the
Version 5.0 level and that they all use the same GoodAdmin account. Repeat the process as
needed for Messaging Servers that use other accounts.

The new Good Mobile Control 1.0 that you install, which replaces your current Good
Management Servers and Good Management Consoles, can service up to 10 Good Messaging
Servers.

Note: If you limit outbound HTTP and HTTPS on your firewall, version 5 required that you open
outbound ports 80 and 443 for IP address 198.76.161.28 for Good Messaging to work properly.
Version 6 requires, in addition, IP address 198.76.161.29 for use by Good Mobile Control.

3.1 Testing the Upgrade Process

Before beginning this upgrade process, use the existing Good Management Server version 5.0
system to export as much information as possible about the system before the upgrade process
begins. Exporting of the information before the data transfer and upgrade will allow comparison of
the original to the upgraded system. Use the 5.0 Good Management Console (GMC) Version 5.0


http://www.good.com/corp/int_support.php?id=502&pid=497

tools and optionally any Good Management Server command-line utility programs to export the
following information:

o GMC: Export list for users

o GMC: Export user statistics and export user software statistics
. GMC: Export user groups and user group memberships

. GMC: Export list for user groups

. GMC: Export list for servers

. GMC: Export effective rights for roles

Begin by debugging the data transfer process. Do this to minimize downtime when actually
upgrading the Good Messaging Servers from 5.0 to 6.0 and to resolve any problems before
undertaking the actual data transfer and upgrade. The final step in this testing process will be to
return your setup completely to its original 5.0 state.

Testing the process consists of the following general steps:

1. Install Good Mobile Control 1.0 Server. (For more information, see the Good Mobile
Messaging for IBM Lotus Domino Administrator’'s Guide.)

Notes:

. GMC can be installed by providing the Active Directory Authentication where the
authentication user will be a user on Active Directory (Ex. FRUITS\svcsan), or GMC
can be installed by providing the Domino Directory Authentication where the
authentication user will be a user on Domino Directory (Ex. admin SYSTEM). For
installation with Domino Directory Authentication, refer to section B on page 16 of

Install Guide.

. It is not recommended to install the GMC Server on the same host machine as a
Good Messaging Server.

. You can only install one GMC Server for a single GoodAdmin account. (In prior
releases you could install more than one Good Management Server for a single
GoodAdmin.)

o If you are installing Good Mobile Control 1.0 on the same host machine as Good

Messaging Server 5.0 running with a local admin account, then after the Good
Messaging Server upgrade you will need to change “Log on as” from “Local System
Account” to “This Account,” and provide a GoodAdmin account to start the Good
Messaging Server service.

2. Install and run the Migration utility on the Good Mobile Messaging Server Version 5.0 host
machine which is to provide the user data to be transfer. The utility will run automatically and
register the Good Mobile Messaging 5.0 Server with GMC. This will not affect current Version
5.0 service to users.

Note: The Migration Utility installer will prompt to uninstall the Good Management
Server. Click Yes and proceed. After the Good Management Server is uninstalled on this
machine, users cannot be managed once the migration utility is installed. However, the
existing 5.0 GMM users will not be affected.



Good Migration Utility

Good Migration Utility

Good Migration Installation

The InstallS hield® Wizard will install Goad Migration on
ovestion |

Setup has found Good Management Server installed an this machine, With
Good Messaging 6.0 or higher, Good Management Server is obsolete,

Click 'Ves' ko launch the Good Management Server uninstall, click Ho'
ta quit the current instal and uninstall the Good Management Server manually.

Cancel
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Before running the migration utility, please ensure that the GMC server and Domino server
are up and running.



3. After the Good Migration Utility is installed and running, launch the Good Mobile Control
Console using https://localhost:8443, where localhost is the name of the machine on which
GMC Server is installed. (Note: First Console access must be by the Superuser specified
during GMC Server installation.) Use your Windows username and password to log in.
Access the console using Firefox 2.0 or Internet Explorer 7.0.

¥2 Good Maobile Control - Mozilla Firefor HE R
Eile  Edit wiew Higtory Bookmarks Tools  Help

-

A cetting Started (5 Latest Headines

ﬁ_l‘ I; https:/flocalhost: 6443/home. do &|,‘ D] ‘,
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Good Migration Utility Name ARCHES :I
Good Migration Utility Location https:/ARCHES: 10099
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Mumber of Handhelds 1
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© Run ful migration
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Next > |
Quick Start
Provisioned Good Mobile Messaging handhelds 0
ana —» Add handhelds

Hanchelds enabled with Good Mabie Intranet o —3 view Paused Handhelds report

Handhelds enabled with Good Moble Acress 1] Find handhelds
Unpravisioned Good Mobile Messaging handhelds o Enter name, email, or phone number of handheld Search
Total servers 0
5 th probl a Help and Support

ervers with problems =
Good Mobile Messaging Servers o — Good Technical Sunnart
Good Mobile Intranet Servers 1] = Good Monitoring Portal
Good Mobile Access Servers 1] = Good Licenging Portdl o
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® 2003 Good Technology, Inc, Al Rights Reserved.
| pone [ locahast:adas

Start a test data transfer on the GMC Home tab by clicking the test radio button and then
Next. This will not affect current Version 5.0 service to users. Data will be moved from the 5.0
installation to the GMC SQL database. In the event of errors, contact your authorized service
representative.



After the test data transfer is successful, the following screen appears:

Fle Edt Wiew Hstory Bookmarks Tools Help

E - - @ () | neesiocatnastiesstanttigration datselectedblode=2 %)
& Getting Started @ Latest Headlines
Google [ 7] Clssarch » & B v €% Bookmarkss " check » % Autolink ] autoril (s Sendtor () settings~

@ GOOd Moblle Co Mate: GMC i Running in read-only mode. Ay administrative change made ko handhelds or servers wil be ianored. [Exit read-onky mods

Migration ﬂ Welcome svcglsdomino | Help | Sign Dut

Good Handheld Migration

Migration is in progress. Handhelds will continue to receive email, but administration is disabled.

Good Migration Utility Name ARCHES

Good Migration Utility Location https: ffARCHES: 10099

Number Of GMM 5.0 Servers 1

Number of Handhelds 1

Status Importing handhelds{ 0 of 1)....

Migration Details
Migration is in progress.

Type Name Status Message

Raole Adrinistratar Info Due to a duplicate name, renamed role ‘Administrator’ to ‘Administrator (ARCHES)

Rols Adrinistrator [ARCHES) Success

Raole Help Desk Info Due ko a duplicate name, renamed role ‘Help Deslk ko ‘Help Desk (ARCHES)'.

Rols Help Desk (ARCHES) Success

Raole Service Administr ator Info Due to a duplicate name, renamed role 'Service Administrakor' to "Service Administrator (ARCHES).
Rols Service Administrakar (ARCHES) Success

Cert Sources SMIME Cert Saurces Success

Pause ation

@ 2009 Good Technology, Inc, Al Rights Reserved.

| bone localhost:a443 (&



You will be notified when the process is complete. A screen appears similar to the following
one:

) Good Mobile Control - Mozilla Firefox

Fle Edt Wiew Hstory Bookmarks Tools Help

E-5-& {2} |22 ritpsifitocalnast: 5443 miarationsummary.do &= B [Cl:[s000e %)
& Getting Started E,' Latest Headlines
Google | 7] Clssarch » & B v €% Bookmarkss " check » % Autolink ] autoril (s Sendtor () Ssttings~

@ Good Mobile Control

Migration }5 Welcome svcglsdomino | Help | Sign Dut

Good Handheld Migration

Migration finished without errors.

Good Migration Utility Name ARCHES

Good Migration Utility Location https: ffARCHES: 10099

Nurnber Of GMM 5.0 Servers 1

Murnber of Handhelds 1

Status 0 errors and 0 warnings; elapsed time was 0 minutes, 40 secands.

Migration Errors and Warnings
MO errors or warnings were encountered,

Send Logs to Good | Download Migration Logs Exit Migration I
@ 2009 Good Technology, Inc, Al Rights Reserved.
| bone | locahost:adas &

At the end of this data transfer process, we recommend you save information about this
phase of the upgrade by choosing to download upgrade logs to a file and saving the
webpage results to a file.

At this point, you have performed a test run of the upgrade for GMM. There are two options
available:

. Option A: Return to the GMC Server state prior to choosing the option for test mode
data transfer and upgrade.

. Option B: Completely uninstall all software and configuration setup during this
process., returning to the 5.0 state.

Option A: Return to the GMC Server state prior to choosing the option for test mode migration.
This option restores the GMC server state to the point right before choosing the option to do a
test upgrade. In order to use this option, do the following steps while the GMC Server service is
up and running:

1.
2.

Leave the one Good Migration Utility service as is, installed and running.

Log into the GMC Console as the Superuser. The GMC Server should still be in read-only
test mode as indicated in the upper right-hand corner.

Choose the option to Exit Read-Only mode. Choosing this option will cause the Server to
restore to the previous backup prior to the test mode, by shutting down the GMC Server and
then restarting a few minutes later.

Option B: Completely uninstall all software and configuration set up during this process, rolling
back to the 5.0 setup. In order to clean up after this test upgrade installation, uninstall the



following components and products, in the order shown below while the GMC Server service is
up and running:

1.
2.

3.2

The one Good Migration Utility service

The GMC Server. Thoroughly remove the GMC SQL database. For more information, see the
Good Mobile Messaging for Domino Administrator’s Guide. Thoroughly removing the GMC
SQL database is important so that it does not affect any future actual upgrade.

Performing the Actual Upgrade

To upgrade to Version 6.0:

1.

Install Good Mobile Control 1.0 Server. (For more information, see the Good Mobile
Messaging for IBM Lotus Domino Administrator’'s Guide.)

Notes:

. GMC can be installed by providing the Active Directory Authentication where the
authentication user will be a user on Active Directory (Ex. FRUITS\svcsan), or GMC
can be installed by providing the Domino Directory Authentication where the
authentication user will be a user on Domino Directory (Ex. admin SYSTEM). For
installation with Domino Directory Authentication, refer to section B on page 16 of
Install Guide.

. It is not recommended to install the GMC Server on the same host machine as a
Good Messaging Server.

. If you have previously run a test mode data transfer and already installed a GMC
server and chose the option to Exit Read-Only mode, then it is not necessary to
install the GMC Server because the Exit Read-Only mode restored the GMC Server
back to its state prior to the test mode. If you did not choose the Exit Read-Only
mode option and fully removed all software and deleted the database, then you need
to install the GMC Server.

Install and run the Migration utility on the Good Mobile Messaging Server Version 5.0 host
machine which is to provide the data to be transferred to the 6.0 Server. The utility will run
automatically and register the Good Mobile Messaging 5.0 Server with GMC. This will not
affect current Version 5.0 service to users.

Note: The Migration Utility installer will prompt and uninstall the Good Management Server
on this machine. Users cannot be managed once the migration utility is installed, but the
existing 5.0 GMM users will not be affected.

Launch the Good Mobile Control Console using https://localhost:8443, where localhost is the
name of the machine on which GMC Server is installed. (Note: First Console access must be
by the Superuser specified during GMC Server installation.) Use your Windows username
and password to log in. Access the console using Firefox 2.x or Internet Explorer 7.0.

When running the upgrade in real mode, a dialog box will be displayed recommending
running the test data transfer before the actual upgrade. Click OK to proceed with the data
transfer process in real mode.
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Mare Information

1 .
Vigw T 5;)) Good strongly recommends that all customers run migration in test mode before proceeding to full

rigration, Click O ta select full migration,
Cancel

& Run ful migration
© Run migration in test mode only (Rec

Mext >

Quick Start
Provisioned Good Mobile Messaging handhelds 1]
ana —» Add handhelds

Handhelds enabled with Good Mahile Intranet 0 —3 Vigw Paused Handhelds report

Handhelds enabled with Good Mobile ccess 0 Find handhelds
Unprovisioned Good Mobile Messaging handhelds 0 Enter name, email, or phone number of handheld Search
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N — o Help and Support

ErveErs with problers - Hel
Good Mobile Messaging Servers 0 — Good Technical Sunnort

- G rre—— [~ |

@ 2003 Good Technology, Inc. All Rights Reserved,
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5. When you proceed further on clicking the Next button, the warning screen appears saying the
upgrade will permanently disable all existing GMS servers and Good Management Consoles.




Control - Mo:

Fle Edt Yiew Hstory Bookmarks Tools Help
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Good Handheld Migration
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Quick Start
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Total servers 0

Help and Support
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® 2009 Good Technalogy, Inc. All Rights Reserved.
|Done ‘ localhost:a443 5y

6. Click the Start Migration button. During the upgrade process, the following screen appears.
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) Good Mobile Control - Mozilla Firefox

Fle Edt Yiew Hstory Bookmarks Tools Help

<;.EI - - @ ﬁ_l‘ g hitps: {flocalhost: 8443 skartiigration, do?selectedMode=1 5|v‘ D] “lGUDgIE |\\]

. Getting Starked E,' Latest Headlines

Google | =] [Clssarch = @ B - €% Bockmarksw S check - % Autolink ] utoril e Sendtor & () settings-
=4 Good Mobile Control

Migration f’ Welcome svcglsdomino | Help | Sign Out

Good Handheld Migration

Migration is in progress, Handhelds will continue to receive email, but administration is disabled,

Gand Migration Utility Narme ARCHES

Gond Migration Utility Location https: f{ARCHES: 10009

Nurnber Of GMM 5.0 Servers 1

Nurnber of Handhelds 1

Status Importing handhelds( 0 of 1)....

Migration Details
Migration is in progress.

Type Name Status Message

Role administrator Info Due to a duplicate name, renamed role ‘dministrator’ to Administrator (ARCHES).

Rals Adrinistrakar (ARCHES) Success

Role Help Desk Info Due to a duplicate name, renamed role 'Help Desk! to 'Help Desk (ARCHESY,

Rals Help Desk (ARCHES) Success

Role Service Administrator Info Due to a duplicate name, renamed role 'Service Administrator’ to *Service Administrator (ARCHESY,
Rals Service Administrator (ARCHES) Success

Cert Sources SMIME Cert Sources Success

Pause Migration
© 2003 Good Technology, Inc, All Rights Reserved.
| Done ‘ localhast:a443 ey

Data will be moved from the 5.0 installation to the GMC SQL database. At the end of this
upgrade process, as a useful step, you should save information about this phase of the
upgrade by choosing to download upgrade logs to a file and saving the webpage results at
this phase to a file. In the event of any errors that are not clear, you can contact your
authorized service representative. If you cancel the upgrade process for any reason, do not
attempt to return to the “Run migration” link by reinstalling the Server using Repair mode. If
you do so, users may be disconnected. Instead, run the upgrade tool from the command line.

Review the information transferred into GMC. If the information is correct, proceed to the next
step.

Install the GMM 6.0 server. During the upgrade process all the GMM 5.0 users will be
transferred to GMM 6.0. The GMM services will be down during this part of the upgrade.

We recommend that you create a new Windows Active Directory (AD) account for installing
and running Good Messaging services. After creating the AD account, assign it “Local
Administrator” privileges, then log on as the new AD user and proceed with the installation.
For this release, use Active Directory (ADSI) authentication when installing Good Mobile
Control.

Note:

If you have previously installed GMM 5.0 as a local admin, upgrading to GMM 6.0 will cause
an error because you are trying to install GMM 6.0 with an AD account. The error message
will be similar to "The Good Messaging Server was installed by user LocalHost\Administrator.
"It is being installed by a different user 'DomainName\GoodAdmin."' You will not be able to
upgrade the Good Messaging Server. Please re-login with the proper account to proceed: 0".
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_ellsood Messaging Server

Good Messaging Server

Good Messaging Server

Upgrade Good Messaging Server.

A older version of the Gond Messaaing Server is cunenty

The Good Messaging Server was installed by user LEADZE3Administrator’,
It is being installed by a different user “WIRTUE svcwirtue',

*fou will not be able ko upgrade the Good Messaging Server.,

Please re-login with the proper account to proceed, & 0

Cancel

sttm' | @@ | @ Good Mobile Control - Mo... | 1= ciipocuments and settin... | [#] Good torks Instalation ... |[EY Geod Messaging Serv... = 3304M

| @

The workaround for this error is:

a. Change registry entry [HKEY_LOCAL_MACHINE\SOFTWARE\Good
Technology\GoodLink Install Parameters\]

b. "NT Login"="DomainName\GoodAdmin“ (Ex. Virtue\svcVirtue)

c. Go to Windows services and navigate to the GMM service. Change the 'Log on as'
for GMM Server Service from 'LocalHost\Administrator to
‘DomainName\GoodAdmin' and provide the domain username password.

Once the changes are in place, continue with normal installation of GMM 6.0.

12



9. Repeat the steps 2-8 on each GMM 5.0 Server in your organization.

When the process is complete, Good Mobile Service to all users will be resumed.

¥) Good Mobile Control - Mozilla Firefox

Eile  Edit wiew Higtory Bookmarks Tools  Help
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Google | =] (Glsearch = & & - €% Bookmarkss P check ~ % Autclink ] autoril [sb Sendtor () settings-

>4 Good Mobile Control

Migration ﬁ’ Welcome svcglsdomino | Help | Sign Dut

Good Handheld Migration

Migration finished without errors.

Good Migration Utility Name ARCHES

Good Migration Utlity Location https: ffARCHES: 10099

Mumber Of GMM 5.0 Servers 1

Nurnber of Handhelds 1

Status 0 errors and 0 warnings; elapsed time was 0 minutes, 36 seconds.

Migration Errors and Warnings
Mo errors or SWArMINgSs were encountered.

Send Logs to Good | Download Migration Logs Exit Migration I
® 2003 Good Technology, Inc, Al Rights Reserved.
| pone [ locahostiadas &

10. Uninstall any remaining Good Messaging 5.0 Consoles installed on other workstations.

11. Install additional Good Messaging 6.0 Servers as necessary. (For more information, see the
Good Mobile Messaging for IBM Lotus Domino Administrator’s Guide.)

12. Install Good Mobile Access (optional). To do so, refer to the Good Mobile Access
Administrator’s Guide.

3.3 Problem Adding User

With the primary and secondary GMM Servers upgraded, if you receive Connect errors such as
"Failed to make a client HTTP connection: Failed to make a network connection (probably no
process is listening on the remote address/port): Connection refused: connect" when adding a
user, replace the GMMEMFkey with the password found in dbo.servers.

3.4 Problem Restarting GMC

If, after upgrading, you shut down GMC before the GMM or GMx Servers start up, you may be
unable to start GMC. Logs will report an error similar to “name doesn't have the corresponding
URL java.lang.AssertionError: name doesn't have the corresponding URL... at
$Proxy102.notifyEMFStartup(Unknown Source)” when you attempt to restart GMC.

In this case, the GMC DB has an incorrect value for one (or more) server “endpoint URL'S”. To
avoid this problem, ensure that GMA and GMM start up after upgrade and do not shut down
GMC. This problem may be more noticeable if GMA and GMC are installed on the same
machine and GMA requires a reboot after upgrade.

To repair the incorrect DB value or values:

13
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Start “SQL Server Management Studio Express.”
Connect to the SQL server where GMC's DB is located.
Expand the Databases folder.

Expand the GMC DB folder.

Expand the Tables folder.

Right click on “dbo.servers” and select “Open Table.”

For each cell under the “endpoint_url” column, ensure that the value is terminated by “/".

Quit “SQL Server Management Studio Express.”
Start GMC.

After successful upgrade, once you login to GMC, the following screen appears:

¥ Good Mobile Control - Mozilla Firefox

Fle Edt View History Bookmarks Tooks Help

QE! - - @ kI ﬁ} Ehttps:ﬁluta\hnst:E443fupgradeGMMNDt\[E.dn j‘v‘ [)] |'|Guuqle |\\]
4 Getting Started |5} Latest Headlines
Google | =] Gsearch -4 50 B - €% Bookmarkss 9 check - % Autelik T Aucrl (e Sendter ) settings~

@ Good Mobile Control

Handhelds [0 | policies  [2 | servers (O3 settings £ welcome svcalsdomino | Help | Sign Out

Good Handheld Migration Complete.
1 handhelds were successfully migrated to Good Mobile Control, You should now uninstal the Good Migration Utility and upgrade your GRMM servers,
All changes to these handhelds will be queued until the GMM servers are upgraded. Handhelds will continue to receive email during this time.

Close:

Quick Start

Provisioned Good Mobile M ing handheld: 1}

rovisionet {ili] lobile Messaging handhelds - T

Handhelds enabled with Good Mobile Intranet o —3 View Paused Handhelds report

Handhelds enabled with Good Mohile Access a Eind handhelds
Unprovisioned Good Mobile Messaging handhelds 1 Enter name, emai, or phone number of handheld Search
Total servers 1

Help and Support
Servers with problems
Good Mabile Messaging Servers 1 —» Help
—» Good Technical Support

Good Mobile Intranet Servers o

—¥ Good Monitoring Portal
Good Mobile Access Servers o —5 Good Licensing Partal

—¥ Consistency Check

Last surcessful backup nfa

@ 2009 Good Technelogy, Inc. Al Rights Resarved,

Done localhost:8443
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You can view the transferred users by navigating to Handhelds tab. The users will appear as
shown below:

¥ Good Mobile Control - Mozilla Firefox

Fle Edt View Hitory Bookmarks Tools Help

@E-»-@ {21 | hetps:focahhost:at4athandhelds.do & x| B |[Clscocke =9
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Google | =] Gl searsh ~ 4 &0 Ef - §% Bookmarksr % check ~ % autolik ] Auorll [ Sendtor A (0 settings~
4 Good Mobile Control
Handhelds (0] | pal servers | Roles B | settings &2 welcome sveglsdoming | Help | Sian Out
Filters
Handhelds
Show All Handhelds Select Import/Expart Action - Search Handhelds | Enter name, email, or phone number Search | Clear
£ Filter by Policy Set 2
7 befaui Good Moble Wassaing Add Handhelds | Apply Action j | Apply Policy Set ;I 1-10f 1
I Polcies from server ] Scftware Policy t [ Name = Email Phane # | Platform  Policy Set GMM Server | GMM Client Yersion | S/MIME |5
& Fiter by Server a [T 15itasccod  1511@letus.gagoed com Policies from server { Software Policy from server | ARCHES Disabled -
™ apcHEs Add Handhelds | [ Apply Action =1 [ apply Policy Set =] 1-1 of 1
& Filter by Platform A
I pain 05
I Windows Mabie Packet PC
I Windaws Mabile Smartphane “
™ Series 60 3.0 (Nokisy
I Pocket PC Phone Edition 2003
I Windaws Mabile Smartphone 2003
I win32 client
I testhandheld famiy
@ 2009 Good Technology, Ine. Al Rights Reserved,
| bane [ localhost 8443 &

After the successful upgrade, if the user has inherited the server policies in GMM 5.0 under
the Policy Set tab, they are shown as Policies from server / Software policies from server.

If the user has set his own policies in GMM 5.0, after upgrade they will be shown with the
user name, as shown in the figure above.

4 Clustered (Primary and Standby Node) Upgrade

This section describes how to upgrade your Good Mobile Messaging installation to Version 6.0 in
a clustered environment.

Upgrading to Version 6.0 is not a simple version upgrade. It requires care and preparation
because there are core changes in the system architecture.

Upgrading consists of transferring all Good Messaging data from the current Version 5.0 setup to
the Good Mobile Control SQL database.
4.1 Upgrade Procedure

Note: The upgrade process described below requires that both Primary and Standby Good
Messaging Servers be at the Version 5.0 level and that they use the same GoodAdmin account.

The procedures described in this section assumes an installation-type C—Combo Cluster, where
both Good Messaging Server and Good Mobile Control Server are upgraded and configured in
each of the cluster nodes as primary and standby.

The upgrade process:

. Installing and configuring Good Mobile Control Server on both the primary and standby in
a failover mode.
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. Running a test upgrade, which upgrades your current Good Messaging data to a new
Good Mobile Control database. The data can then be checked in the new Console, with
any problems encountered being worked through in advance.

. Performing the actual upgrade of primary and standby GMM servers, which again
upgrade your data to the new Good Messaging version and completes upgrade on both
nodes.

The upgrade procedure is performed on the primary server. This requires the primary server to be
available at all times, until the upgrade is complete. Running upgrade tools on the standby server
is not recommended and requires operations not described here. Contact your authorized service
representative if the upgrade is to be done on a standby node. (There are cases where the
standby Server is the only node running, with the primary Server shut down more or less
permanently due to hardware/related issues.)

4.2 Performing a Test Upgrade

This upgrade procedure should be performed only on the Primary Server. The procedure
may require up to a maximum of 3 to 5 hours. The IT admin who performs the upgrade/ upgrade
on a cluster should plan for an adequate maintenance time period.

To perform a test upgrade:
1. Log in to the primary node using the GoodAdmin login.

2. Launch the Microsoft Cluster Administrator. Make sure the primary server is the owner of all
resources including the shared drive. If not, move the resources to the primary server.

3. Right-click on the GoodLink Service resource, GoodLink Cache Lock resource, and GoodLink
Management resource and “take off line.”

4. Install primary and secondary Good Mobile Control Servers as detailed in the installation and
standby chapters of your Good Mobile Messaging Administrator’s Guide.

5. Configure Good Mobile Control Server in the cluster by installing and running Cluster tools
and scripts as detailed in the standby chapter of your Good Mobile Messaging Administrator’s
Guide.

With Good Mobile Control Server installed and configured in the cluster as shown in this
screen, GoodLink Server services are taken offline and handhelds will not be synchronized
during the entire upgrade process.

6. Install the migration utilities. These are available as a part of the standard 6.0 distribution. To
do so, click on setup.exe from the Good distribution media.
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10.

The Installation Manager screen is displayed.

i Good Works Installation Manager-6.0.1.69

Good Good Works

Installation Manager

(] 2001 -2009 Good Technology, Inc.

— Software Update

Flease visit hitp://wwi. good. com/download ta check for the latest software updates.

— Good Mabile Contral

M anagerment and security for Good Works

— Good Mobile Messaging Server

Enterprize wirelesz email, calendar, contacts, and mare Add/Remove

r~ Good Mobile Access Server
“Wirtual private network [YPM) for wirelese devices Sdd/Remave

— Good kigration Utility
Migrates Good gystem data to the Good B database Add/Remave

L

Exit

Click the Add/Remove button for the Good Migration Utility Service. Choosing Good
Migration Utility Service runs the installer GoodMigrationUtility-Exchange-version.exe.

An installation welcome screen is displayed. Click Next.
Accept the terms of the licensing agreement that is displayed and click next.

When prompted, enter a path and folder for installation of the upgrade utility and for the log
files generated during the upgrade process.

A screen is displayed for a utility login and username.
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Windows® Account Information

Enter the login usermame and pazsword. The login usemame
mugt be entered with itz domain in the form DOMAINYLOGIM. Far
example,

AMERICAS  svcglzdoming

The given credenhals will be used to reqgizter the 'Good
tezzaging Server windows service.

. Login IDDmain'\Ll ser Mame

Pazzword I

< Back I Meut » I Cancel

11. Enter the GoodAdmin username and password for the version 5.0 installation.

A screen is displayed for the username and password that will be used to register with the
GMC Server.

Good Mobile Control Server E3 |

Enter the hostname af the Good Mobile Cantral server. Far mare specific zettings for the Good
Mobile Contral zerver URL or authorized uzer that will be uzed during thiz inztallation, zelect
the Advanced buttan.

— Goad Mobile Cantrol Server Reagistration

Hostname: IElusterNamel

JRL: ||"Iﬂ|:ISZ.-".-"E|UStEINaI'ﬂEZ19':"]5

Authorized Uzer |americas'xsvcglsdominu

Advanced... |

< Back | Mest » I Cancel

12. Enter the Cluster name (sacluster in the example screen). Do not enter the individual node
name here.

13. On the following screen, when prompted, enter proxy information if the local machine uses a
proxy.

14. Complete the installation. On the final screen, choose to start the upgrade utility service.

15. Launch the Good Mobile Control Console using http://clustername:8080.

Note: Initial Console access must be by the Superuser specified during GMC Server
installation. Use your Windows username and password to log in. Access the Console URL
using Firefox 2.x or 3.0 or Internet Explorer 7.0.
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The following Screen will be displayed:

Goo

Fle Edt Yiew Hstory Bookmarks Tools Help

e - @ (5 [ & repsificalhostisssome.do &[] [Clr[so00e []
. Getting Starked @ Latest Headlines
Google | =] [Clssarch = @ B - €% Bockmarksw S check - % Autolink ] utoril e Sendtor & () settings-

Handhelds (J | Palicies L2 | servers (| Roles & | settings /2 welcome sveglsdomino | Help | Sian Out

Good Migration Utility Name ARCHES ;I
Gond Migration Utility Location https:/JARCHES: 10099
Murnber OF GRM 5.0 Servers 1

Murnber of Handhelds 1

Maore Information Vigw Detais

© Run ful migration
& nun rigration in test mode only (Recommended for first-time installs)

Mext »> I

Quick Start
Provisioned Good Mobile Messaging handhelds 1] 5 Add harhelt
\ancinelds

Handhelds enabled with Good Mobie Intranst 1] —3 View Paused Handhelds report

Hanchelds enabled with Good Mabie Access o Find handhelds
Unprovisioned Good Mobile Messaging handhelds o I Enter name, emai, or phone number of handheld Search
Total servers 1]

Help and Support
Servers with problams o =5 bl
Good Mobile Messaging Servers o — Good Technical Sunnort
Gond Mobile Intranet Servers a —» Good Monitoring Portal
Good Mobile Access Servers o = el U FE e B | =
—¥ BetGood Online: Cornrnumnity.
® 2009 Good Technalogy, Inc. All Rights Reserved.
|Done ‘ localhost:a443 5y

16. At this point we strongly recommend that you perform a test mode upgrade. Start the test
upgrade by clicking the Test radio button on the GMC Home tab.
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17. Click Next to start the process. Data will be moved from your 5.0 installation to the GMC SQL
database. In the event of errors, contact your authorized service representative. During the
upgrade run, the following screen is displayed.

Flle  Edit

View Hitory Bookmarks Tools Help
G- - @ () B nesiiocanast: e startttiation davselectedbiode=1
& Getting Started @ Latest Headlines

Google | 7] Clssarch » & B v €% Bookmarkss " check » % Autolink ] autoril (s Sendtor () settings~
>4 Good Mobile Control

%) G =)

Migration ﬂ Welcome svcglsdomino | Help | Sign Dut

Good Handheld Migration

Migration is in progress. Handhelds will continue to receive email, but administration is disabled.

Good Migration Utility Name ARCHES

Good Migration Utility Location https: ffARCHES: 10099

Number Of GMM 5.0 Servers 1

Number of Handhelds 1

Status Importing handhelds{ 0 of 1)....

Migration Details
Migration is in progress.

Type Name Status Message

Raole Adrinistratar Info Due to a duplicate name, renamed role ‘Administrator’ to ‘Administrator (ARCHES)

Rols Adrinistrator [ARCHES) Success

Raole Help Desk Info Due ko a duplicate name, renamed role ‘Help Deslk ko ‘Help Desk (ARCHES)'.

Rols Help Desk (ARCHES) Success

Raole Service Administr ator Info Due to a duplicate name, renamed role 'Service Administrakor' to "Service Administrator (ARCHES).
Rols Service Administrakar (ARCHES) Success

Cert Sources SMIME Cert Saurces Success

Pause Migration

@ 2009 Good Technology, Inc, Al Rights Reserved.

| bone localhost:a443 (&
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A summary screen is displayed with results (success, warnings, and errors). If you encounter
major errors, contact your authorized support representative.

) Good Mobile Control - Mozilla Firefox

Fle Edt Wiew Hstory Bookmarks Tools Help

@& »-& 1o} [ e ocaihast;a443miorstinsammary.do &= [ B [Glr[secae %)
& Getting Started E,' Latest Headlines
Google | 7] Clssarch » & B v €% Bookmarkss " check » % Autolink ] autoril (s Sendtor () settings~

>4 Good Mobile Control

Migration }5 Welcome svcglsdomino | Help | Sign Dut

Good Handheld Migration

Migration finished without errors.

Good Migration Utility Name ARCHES

Good Migration Utility Location https: ffARCHES: 10099

Nurnber Of GMM 5.0 Servers 1

Murnber of Handhelds 1

Status 0 errors and 0 warnings; elapsed time was 0 minutes, 36 secands.

Migration Errors and Warnings
MO errors or warnings were encountered,

Send Logs to Good | Download Migration Logs Exit Migration I
@ 2009 Good Technology, Inc, Al Rights Reserved.
| bone | locahost:adas &

18. Click Exit Migration.

Once the Good Administration Server has completed a test-mode upgrade, the Good Mobile
Control Server remains in a read-only test mode. The Console’s upper-right-hand corner will
show text indicating this. While the Console is in test mode, you can view the transferred data
and use portions of the Ul, but the GMC server will not affect existing service or users in the 5.0
state and will not allow actual provisioning of handhelds. Therefore, any changes done while in
this mode are only local to the GMC Server and will be discarded when you exit test mode.

This marks the end of test transfer of data into the Good Mobile Control Server.

Note: Do not click “Exit Read-Only mode”. The Good Mobile Control Server should be in this
mode for the next step.

Correcting potential problems now will avoid interruptions in service to users later during the
actual upgrade process.

Continue to the next section to perform the actual upgrade. A successful test procedure confirms
that there are no errors in the system database.
4.3 Performing the Actual Upgrade

The following procedure must be strictly followed. Any deviation may adversely affect the upgrade
process.

1. Log in to the Good Mobile Control at http://clustername:8080.

2. Click on “Exit read-only mode” in the top-right corner of the screen. This is required to do the
actual upgrade.
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http://clustername:8080/

Note: After you click Exit, the whole process of exiting will take several minutes — perhaps as
many as ten minutes — depending upon the amount of data involved. Do not close the
browser or click the Back button at this point. The browser will exit by itself after a complete

exit is done.
3. Once the exit is complete, log back in to the GMC Console.
4. Select the Run Full Migration radio button.

=) Good Mobile Control - Moxzilla Firefox

Ele Edt ‘Wew History Bookmarks Tools Help

(?] - - @ ﬁ_l‘ E https:flocalhost 8443 home. do j“l I}l "‘Google |~\|

> Getting Started 5 Latest Headlines

Google I | |Gl search "|>@ Ef - €% Bookmarkse " check = % Aulink T AutoFll (s Sendtor A ) Settings~
>4 Good Mobile Control

Handhelds [J] | Policies L& | servers a Settings

ﬁ Welcome svcglsdomino | Help | Sign Out

Good Handheld Migration
A Good Migration Utility has registered with Good Mohile Contral,

Good Migration Utility Marme BRCHES

Good Migration Utility Location https: fIARCHES: 10099

Number OF GMM 5.0 Servers 1 The page at https://localhost:8443 says:

e of Hanchelds ! Good strongk s that all cust 1! test mode befi ding to Full
2 00d stronagly recommends Enat all customers run migration in test mode before proceeding Lo ful

More Information iew Ty =) fineation, Cick OK bo select full migration,

& Run full rigration

Cancel

© Run migration in test mode only (Rec

Mext =

Quick Start
Provisioned Good Mobile Messaging handhelds 1]
aina — add handhelds

Handhelds enabled with Good Mobile Intranet, 0 — View Paused Handhelds report

Handhelds enabled with Good Mahile Access 0 Find handhelds
Unprovisioned Good Mobile Messaging handhelds g [Erter name, emal, or phone number of handheid Search
Total servers 1]

Help and Support
Servers with problerns [u] = gl
Good Mobile Messaging Servers [n] —3 Good Technical Support
- G ——— =

P Bkl Teby et P e

@ 2009 Good Technology, Inc. All Rights Reserved,

Done | locahost:aads @

i/ start| (B} @ & ? () archesigagood: Lotus D... lm HO EIVE sizem
Data will be moved from the 5.0 installation to the GMC SQL database. In the event of errors
(unlikely if you have completed a test upgrade successfully), contact your authorized service
representative.

5. Review the information transferred into GMC. If the information is correct, proceed to the next
step.

6. Update the Version 5.0 Good Messaging Servers to Version 6.0 by using the 6.0 setup

program. Choose to install Good Mobile Messaging Server from the installation manager

dialog box.

The installer will detect that this is a upgrade from version 5.0 to a version 6.0 release.

Note: Select Primary Server option while upgrading Good Mobile Messaging Server on
Primary node.
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7.

10.

11.

12.

13.

14.

15.
16.

Click Next.

Good Mobile Control Server E2 |

Enter the hosthame of the Good Mobile Contral server. For more specific zettings for the Good
Mobile Control server URL or authorized user that will be uzed during thiz installation, select
the Advanced button.

— Good Mobile Contral Server B egistration

Haosthame: IEIusterNamal

URL: |htt|:u3:.-‘.fEIu3terN ame:; 13005

Authorized Uzer |americas\wcglsdumino

Advanced... |

< Back | Mest > I Cancel |

Enter the cluster name (in the example, SACLUSTER).

At the end of this 6.0 installation process, the GMM Migration utility (used in the test GMC
transfer of data) will start up automatically and operate in actual transfer mode. Server data
will be configured for the upgrade.

This completes the primary server upgrade.

Note: When prompted, do not start Good Messaging Server. You will start the service after
the standby service is configured. At this time the service is set to Disabled Automatically.

Upgrade the standby server. From Cluster Administrator, change /move ownership of the
resources to the standby server. Make sure that the standby server is now the owner of the
resources and Good Mobile Control Server is running on the standby server. However, the
GoodLink server resource, Good Management Server resources, and the GoodLink cache
lock resource, Domino server resource will still be in Off Line mode at this time.

Note: Select the Standby Server option while upgrading Good Mobile Messaging Server on
Standby node.

From Cluster Administrator, right-click and manually remove/delete GoodLink server
resource, Good Management Server resources, and GoodLink cache lock resource. Only
these three should be removed; leave Good Mobile Control Server resources up and running.

Run the 6.0 setup program for Good Messaging Server on this standby server and complete
the installation. When prompted for the Good Mobile Control Server name, make sure to
enter the ClusterName.

From Services, set the Goodlink Server Service to Manual. The service should display as
disabled; change this to Manual, but do not start the service.

From Cluster Administrator, change /move ownership of the resources to the Primary server.
Make sure that the Primary server is now the owner of the resources and Good Mobile
Control Server is running on the Primary server.

Check again to ensure that the GoodLink Server service on the primary machine is also set
to Manual.

Uninstall the 5.0 Good Messaging Cluster tools using Add/Remove programs.
Click Ignore for any read-only file warnings and completely remove the cluster tools.
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17. Install the 6.x version of the Cluster tools (GMMClusterTools-6.0.1.x.exe) from the distribution
media.

18. When prompted, specify the same location as the GMM Cache Directory on the Q-Quorum
Drive.

19. After this installation, an icon will be placed on the desktop.
20. To configure the cluster services, click on Good Messaging Cluster Setup.

& Good Messaging Cluster Setup =]

Q:=GMH Serverlicscript /~job:"zetup” GdCluster.wsf
Microsoft {(R}> Windows Script Host Uersion 5.6
Copyright (C> Microzoft Corporation 1996-2881. All rights reserved.

Setting up GoodLink in a Cluster

Make sure you have completed the following steps hefore continuing:
— Install the cluster service

— Inztall primary and standby GoodLink zerwvers on the cluster nodes

Press <{ENTER> to continue. <Q> <ENTER> to guit.

21. Press Enter.
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sl ood Messaging Cluster Setup

Hicrosoft (R> Windows Script Ho Uersion 5.6
Copyright (C> Microsoft Corporation 1996-2881. All rights reserved.

Setting up GoodLink in a Cluster

Make sure you have completed the following steps before continuing:
— Install the cluster service
— Install primary and standby GoodLink servers on the cluster nodes

Press <{EMTER> to continue. <Q> <ENTER> to guit.

Checking Installation...
BScript version: Pass
WScript version: Pass
Kt8ruMgr installation: Pass
GoodLink Cache datahase directory: Pass
Scripts dinstalled in the Cache directory: Pass
Checking Cluster...
Cluster Service Exists: Pass
Cluster Service Running: Pass
Cluster Service Nodes: Pass
Checking Quorum Drive...
Checking GoodLink Servicesz on Cluster Nodes...
GoodLink Service exists on 5Al: Pass
GoodLink Service exists on 5A2: Pass
Modify GoodLink Service Settings on Cluster Nodes...
GoodLink Service set to Manual on SAl: Pass
GoodLink Service set to Manual on 5A2: Pass
Checking GoodLink Resourcesz on Cluster...
Searching Cluster Resources: Done
Stop GoodLink Services on Gluster Modes...
GoodLink Zervice stopped on SA1: Pass
GoodLink Serwvice stopped on SAZ2: Pass
Configure GoodLink Resources in a Cluster Resource Group...
Access Resource Groups: Pass
Find GoodLink Cache Directory: Pass
Get Drive Type: Pass
Searching for Disk Resource for drive ‘Q:': Done
fidding Cache Lock Resource to Group *GCluster Group’: Pass
Adding GoodLink fervice Resource to Group ’'Cluster Group’: Pas

Setup is done. Press ENTER to exit setup script.

The 6.0 cluster services are configured.

22. From Windows Services make sure that GoodLink Server resource is set to “Manual” before
starting up the cluster resource.

23. Right-click on each resource and bring it online.

Configuration of cluster services is complete. This completes primary and standby server
upgrade.

4.4 Cleaning Up Migration Utilities and the 5.0 Good Management Server
If the 6.0 system runs with no errors, remove any further utilities or 5.0 server remnants.

Use Add/Remove program to click Remove and carefully remove/uninstall the following
programs, which are no longer needed:

. Good Migration: No longer needed since this is only used for transferring data from the
5.0 system into the Good Mobile Control Server database.

©Good Technology, Inc., 2001-2010. All rights reserved. Good, Good Technology, the Good
logo, Good Mobile Messaging, Good Mobile Intranet, Good Mobile Defense, Good Mobile
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